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This article will detail reverse image searching, facial comparison, deepfakes, and metadata,

showing you how to get the most value from your image-based OSINT investigations.

Using search engines and free tools, investigators can utilize images to develop the intelligence

picture, identify devices used to take images, identify where and when images were taken, and

identify if a social media account belongs to a subject.

Images can provide a wealth of value to an OSINT investigation, they can show what a subject


looks like, locations where the subject has been, and any vehicles used. Identifying this


information can facilitate actions like surveillance or arrests, which would otherwise be reliant on


text-based descriptions.



This is an introduction to Image-Based OSINT investigations. To view the full webinar and

handout, which includes advanced techniques and analysis, click here.

Bing Visual Search

Reverse Image Searching

Great for: Flipped and Altered Images, and Faces

- https://www.bing.com/visualsearch

Reverse Image Searching can be conducted on most search engines, as well as on sites


dedicated to Reverse Image Searching. Some of the best sites for Reverse Image Searching


include:

Using Search Engines, you can quickly discover visually similar photos from around the web


using Reverse Image Searching technology, utilizing content-based image retrieval (CBIR) query


techniques. Uploading a photograph from your device or inputting the URL of an image, you can


ask a search engine to locate and show you related images used on other websites, either those


images that are exactly the same or the same but a different size, or those that contain similar


looking items or people.

Reverse Image Searching can be used as part of an investigation to identify related images


relating to images that contain statues, buildings, places, people, and logos. Using Search


Engines, you may be able to identify where an image was taken by recognizing a statue or


building in the background that can be identified by the Search Engine. Similarly, Search Engines


may be able to locate other images of your subject or logos on sites that identify them.



Yandex Visual Search

Great for: Faces, Buildings, and Locations

- https://yandex.com/images/



Tineye

Google Images Search by Picture

- https://tineye.com/

Great for: Buildings, Locations, and Logos

Great for: Logos and Alternate sized versions of the same image.

- https://www.google.com/imghp



PimEyes

Facial Recognition

Great for: Faces

- https://pimeyes.com/en



- aws.amazon.com/rekognition

Microsoft Azure’s face verification tool enables users to determine the likelihood that two

uploaded images containing faces include faces that belong to the same person, which is

expressed through a confidence score.

Facial recognition systems analyze photographs to determine the face's geometry and develop


this formula based upon a range of parameters. The system can then match the image to other


images using the same technique, comparing if the formulas calculated are similar enough to


denote a facial match.

Facial Recognition systems use AI algorithms to detect, identify and analyze faces in images and


videos. Facial features, including eyes, nose, mouth, and face shape can be used to devise a


mathematical formula for a person’s face.

Amazon Rekognition

Microsoft Azure - https://azure.microsoft.com/en-au/services/cognitive-services/face/



Using Face comparison, Rekognition will express a confidence score that the persons in two

photos are the same person.

Using Facial Analysis you can analyze faces within an uploaded photograph for analyzed details

of the included persons.

Amazon Rekognition can detect faces in images and videos. With Amazon Rekognition, you can

get information about where faces are detected in an image or video, facial landmarks such as

the position of eyes, and detected emotions. You can also compare a face in an image with faces

detected in another image.



Deepfakes

Using OSINT techniques and tools deepfaked images, video, and audio can be identified,

verified, and debunked.

The Deepware Scanner is a deepfake detection tool designed to enable users to analyze a

suspicious video to find out if it's synthetically manipulated.

Deepfakes are convincing simulations of audio and video media created by AI using deep


learning algorithms to make media that depicts fake events that have not occurred. Deepfakes


enable media to be created that can depict politicians and celebrities making statements that


they have never made and crimes being committed by innocent members of the public.


Deepfakes can also be used to commit crimes, such as voices being replicated to access bank


accounts via phone lines or to convince family members to transfer money.

To use the Deepware scanner, access the website and upload a video from your device or using a

video URL.



Using a deepfake of Tom Cruise from TikTok, the Deepware Scanner identified the video as

being a deepfake.

Using a real video of Terry Crews from TikTok, the Deepware Scanner identified the video as

being genuine.



Metadata

Jeffrey's Image Metadata Viewer — http://exif.regex.info/exif.cgi

Jeffrey's Image Metadata Viewer will show all of the Metadata within an image, including

Camera, Shutter Speed, Date Captured, and any embedded co-ordinates.

Unfortunately, the majority of social media sites remove metadata from images as they are


uploaded, however, if an original digital photo can be sourced then it is likely to provide some


information on the photograph. Metadata can be viewed freely using a number of tools.

Jeffrey's Image Metadata Viewer is a browser-based tool that enables you to upload a photo and


view the EXIF data, detailing the time and date the image was taken, the type of camera used,


and the location (in the event that location was enabled on the camera).

Metadata is data that provides information about data that is not the content of the data itself, i.e.

summarising basic information about data to make it easier to find or work with.



Skopenow’s facial recognition capabilities enable facial match searches against the person in an


uploaded image that you upload against images that are available on social media profiles to


bring back the best results. Skopenow instantly and anonymously locates and archives social


media accounts and posts, plots location history, flags actionable behaviors, and reveals hidden


connections between individuals. Skopenow’s automatic report builder will save you time


organizing the analyzed intelligence into a court-ready report. Please reach out to


sales@skopenow.com or visit www.skopenow.com/demo to schedule a demo and activate a


7-day free trial for qualified businesses.

*Please note that the location shown in the above screenshot is not associated with Skopenow or

its employees. This location is used to demonstrate the capabilities of the platform.

Automating your Image-Based Investigations


