Windows Registry

Windows Registry

+ acollection of databases that contains the system's configuration data

e This configuration data can be about the hardware, the software, or the user's

information.

¢ It also includes data about the recently used files, programs used, or devices
connected to the system.

¢ The registry on any Windows system contains the following five root keys:

Folder/predefined key

HKEY_CURRENT_USER

HKEY_USERS

HKEY_LOCAL_MACHINE

HKEY_CLASSES ROOT
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Description

- Contains the root of the configuration information for the
user who is currently logged on. - The user's folders, screen
colors, and Control Panel settings are stored here. - This
information is associated with the user's profile. - This key is
sometimes abbreviated as HKCU.

- Contains all the actively loaded user profiles on the
computer. - HKEY_CURRENT_USER is a subkey of
HKEY_USERS. - HKEY_USERS is sometimes abbreviated as
HKU.

- Contains configuration information particular to the
computer (for any user). - This key is sometimes abbreviated
as HKLM.

- Is a subkey of Hkey_LocaL mMacHINE\Software . - The information
that is stored here makes sure that the correct program
opens when you open a file by using Windows Explorer. - This
key is sometimes abbreviated as HKCR. - Starting with
Windows 2000, this information is stored under both the
HKEY_LOCAL_MACHINE and

HKEY_CURRENT_USER keys. 1.

The Hkev_ LocAL _MACHINE\Software\Classes key contains default
settings that can apply to all users on the local computer. 2.
The Hkev  current UsER\software\Classes Key has settings that
override the default settings and apply only to the interactive
user. - ukev_cLasses root key provides a view of the registry
that merges the information from these two sources. -
HKEY_cLAssEs rooT also provides this merged view for programs
that are designed for earlier versions of Windows. - To change



the settings for the interactive user, changes must be made
under HKEY CURRENT USER\Software\Classes instead of under

HKEY cLASsES RrooT . - TO change the default settings, changes
must be made under Hkey LocAL MACHINE\Software\Classes . - If
you write keys to a key under Hkey_cLasses rooT , the system
stores the information

under HKEY LOCAL MACHINE\Software\Classes . - If you write values
to a key under Hkev_cLasses rooT, and the key already exists
under HKEY CURRENT USER\Software\Classes , the system will store
the information there instead of

under HKEY_LOCAL_MACHINE\Software\Classes .

Contains information about the hardware profile that is used

HKEY_CURRENT_CONFIG
by the local computer at system startup.

Accessing registry hives offline ( regedit.exe )

B Registry Editor - [m] X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SECURITY

~ [ Computer Name Type Data
» T HKEY_CLASSES ROOT abi(Default) | REG_SZ (value not set)
> 7 HKEY_CURRENT_USER
v 77 HKEV_LOCAL_MACHINE
> - BCDOO0O0O0D
> 72 HARDWARE
5 T2 SAM

SECURITY
> SOFTWARE
> SYSTEM
HKEY_USERS
> HKEY_CURRENT_CONFIG

Accessing registry hives online

if you only have access to a disk image, you must know where the registry
hives are located on the disk.

e The majority of these hives are located in the c:\windows\systenz2\config directory
and are:

1. DEFAULT (mounted ON HKEY USERS\DEFAULT )

2. SAM (mounted ON HKEY LOCAL MACHINE\SAM )
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3. SECURITY (mounted 0N HKEY_LOCAL MACHINE\Security )
4. SOFTWARE (mounted 0N HKEY LOCAL MACHINE\Sof tware )

5. SYSTEM (mounted 0N HKEY LOCAL MACHINE\Systenm )

Hives containing user information:

e For Windows 7 and above, a user’s profile directory is located in c:\users\
<username>\ Where the hives are:

1. NTUSER.DAT (mounted on ukev current user When a user logs in)
¢ |ocated in the directory c:\users\<username>\
2. USRCLASS.DAT (mounted ON HKEY_CURRENT USER\Software\CLASSES )

e located in the directory C:\Users\<username>\AppData\Local\Microsoft\Windows

¢ Remember that NTUSER.DAT and USRCLASS.DAT are hidden files.

The Amcache Hive:

+ Windows creates this hive to save information on programs that were
recently run on the system.

e This hive is located in C:\Windows\AppCompat\Programs\Amcache.hve .

Transaction Logs and Backups:
Transaction Logs (Yet to be done)

¢ The transaction logs can be considered as the journal of the changelog of the
registry hive.

* Windows often uses transaction logs when writing data to registry hives.

¢ This means that the transaction logs can often have the latest changes in the
registry that haven't made their way to the registry hives themselves.

e The transaction log for each hive is stored as a .LOG file in the same directory
as the hive itself. It has the same name as the registry hive, but the extension is
LOG.

* For example, the transaction log for the SAM hive will be located in
C:\Windows\System32\Config in the filename SAM.LOG.

e Sometimes there can be multiple transaction logs as well. In that case, they will
have .LOG1, .LOG2 etc., as their extension.
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Backups
¢ Registry backups are the opposite of Transaction logs.

¢ These are the backups of the registry hives located in the
C:\Windows\System32\Config directory.

e These hives are copied to the c:\windows\system32\config\RegBack directory every
ten days.

« It might be an excellent place to look if you suspect that some registry keys
might have been deleted/modified recently.

Data Acquisition Tools

KAPE

KAPE is a live data acquisition and analysis tool which can be used to acquire
registry data. It is primarily a command-line tool but also comes with a GUI.

# gkape v1.1.0.0 o
File Tools
] Use Target options Use Module options

Target options

Current command line

\kape.exe --tsource C: --tdest D:\target —-tflush --target RegistryHives,Amcache,RegistryHivesOther,RegistryHivesSystem,RegistryHivesUser --gui

Targets available: 235  Targets selected: 5 Modules available: 232 Modules selected: 0 Disable flush warnings

Autopsy

Autopsy gives you the option to acquire data from both live systems or from a disk
image. After adding your data source, navigate to the location of the files you want to
extract, then right-click and select the Extract File(s) option.
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M new - Autopsy 4.19.1

Case View Tools Window Help

|- 4dd Dsta Source R insges ideos (5 Communicatons Q) Gedocation 5=, Tmeine /| Discovery i, Generste Report | g Close Cose <] © - KeywordLists Q- Keyword search
7= o [ =
- . ogcaFieseti/Users/inar 36 Resuls
1. Documents and Settings (1) Tebe [Trirprot | S
Drivers (8)
W omvers () Save Table as CSV'
J4 HP Universal Print Driver (1)
L Tzl ) Name S C O ModfedTine Change Time: Access Tme Created Tme: size Flogsi)  Flogsiets)  oown ]
J\ MsOcache (1)
) Perflogs (0) 4! Pictures 0 Allocated  Allocated urknown
)4 Program Fies (30) 1 printriood 0 Aloceted  Allocated unknawn
L Program Fies 06) (25) 1! Recent 0 Alocated  Alocated  unkrown
f ;”’Q'E"'DE(: @) J} Saved Games i Mocated  Allocated P
| Recovery
1 System Volume Information (0) 1! searches o #llocated  allocated unknown
1 tsers ®) J sendro o Abcoted  alocated urkronn
(1 Alusers (25) L start Menu 0 Alocated  Allocated unknavn
(b Default (29) 1) Templates o Mlocated  Allocated unknown
[l DefaultUser )
[ ﬁ Publc (3) © 1\ Tracng 0 Alocated  Alocated  unkrown
1) Umair (36) 1! Videos 0 Mlocated  Allocated urknown
U dcesoft () gitconfig 1 126 Alocated  Alocated  urknown
Ji 30 Objects (1) NTUSER DAT Za92%  Alocated  Alloceted unknewn
& App0ata (3) niuser.datL Properties 81z Albcted  Alocated  unknown
1\ appication Data (0)
1\ contacts (1) ntuser.dat.L o Extemal Vi . 54288 Mlocated  Alocated  unknown
+
1 Cookies (0) NTUSER DAT! FEN ETEREINISTED i o536 Alocated  allocated unknown
) Desktop (19 NTUSER DA Q= So268  Mocsted  boated  urkoown
# b Doaments (7) 00 lcate: lcate: urknann
B oo NTUSER DAT Export Selected Rows to CSV szizs  Albocated  Allcated ko
B rovortes 3 A ntuser.in 00 00 £ Alocated  Alocated  unknown
b IntelGraphicsProfiles (3) — Add File Tags D ———————————————
U nks (3)
1\ Local Settngs (0) Hex T ) ations  Othe ence:
L MicrosoftEdgeBackups (1) exed Text | Transla
1L Msic (1)
JL My Documents (0)
- J Nettiood (0)
1 oneprive (1)
)\ Pictures (3)
1L Printtiood (0)
J\ Recent (0)
1\ Saved Games (1)
)i Searches (4)
JL SendTo (0)
1L Startenu (0)
© 25475

FTK Imager

FTK Imager is similar to Autopsy and allows you to extract files from a disk image or
a live system by mounting the said disk image or drive in FTK Imager.

B AccessData FTK Imager 4.3.0.18
File View Mode Help
8% g B e

Evidence Tree

[#1 122 Program Files
[# /=) Program Files (x86)
[# 122 ProgramData
[# 5 Recovery

[#1 122 System Volume Information
5D Users

-3 AllUsers

T .

[#-2 HP Universal Print Driver Name Size Type Date Modified

2D Intel 11 /7021 453

[#1 12 MSOCache 10/31/2021 4:53:07...
=) PerfLogs File Slack

&7 ntuser.ini

Regular File
File Slack
Regular File
File Slack
Regular File
Regular File
Regular File
1 Regular File

10/27/2021 7:33:02...

10/27/2021

1072772021

10/27/2021
10/27/2021 7:33:02...

Custom Content Sources X

Evidence:File System|Path|File Options

New| Edit Remove Remove All Create Image

000000 (72 &5
Q00010 (00 00
000020 (01 00
000030 [SC 00
000040 (73 00
000050 (69 00
Q0000 (72 00
Q00070 (C5 59
000080 [C5 59
000080 (00 00
0000a0 |32 96
0000b0 (4F 66
Q000 (00 00
Q000da (00 00
0000e0 (00 00
0000£0 (00 00
000100 (00 00
Q00110 {00 00
000120 (00 00

&7 66 15 02 00
00 00 01 00 00
Q0 00 20 00 00
3F 00 3F 00
€5 00 72 00 73
72 00 5C 00
2E 00 g4 00 &1
2B 1C FS
2B 1C F5
00 00 Cé 5% 2B
48 BE 72 €D 74
52 67 01 00 00
Q0 00 00 00 00
Q0 00 00 00 00
a0 00 00 00 00
00 00 00 00 00
Q0 00 00 00 00
Q0 00 00 00 00
Q0 00 00 00 40

00-14 02 00 00 00
Q0-05 00 00 00 00
Q0-00 DO 21 00 01
00-43 00 3A 00
00-5C 00 55 00 €D
00-74 00 75 00 73
00-74 00 00 0O 00
11-BR CB 00 0D 3R
11-BR CB 00 0D 3R
1C-F5 EB 11 BA
€D-16 DD 92 €B €7
00-00 00 00 00 00
Q0-00 00 00 00 00
Q0-00 00 00 00 00
a0-00 00 00 00 00
a0-00 00 00 00 00
00-00 00 00 00 00
Q0-00 00 00 00 00
Q0-00 00 00 00 00

00 00
00 00
00 00
00 55
00 &1
00 &5
00 00
96 43
96 43
CB 00
CB D7 01
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

-rmtm

¥ kgl -

Hex Value In.. Custom Con..

Exports files from the image to a local folder

‘Cursor pos =0;

clus = 9165267; log sec = 73322136

14

* Another way you can extract Registry files from FTK Imager is through the
Obtain Protected Files option.
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e This option is only available for live systems and is highlighted in the screenshot
below. This option allows you to extract all the registry hives to a location of your
choosing. However, it will not copy the amcache.hve file

AccessData FTK Imager 4.3.0.18 - a X

File View Mode Help
asean dd om @4 0B oS 2.

Evidence Tree File List S

& Obtain Protected Files Size Type Date Modified

0000000000 |EB 52 50 4E 54 46 53 20-20 20 20 00 R -NTF3
Custom Content Sources * || nooooooo1o {00 0o 00 00 00 F& 00 00-3F 00 FF 00 - R R

0000000020 |00 00 00 00 80 00 20 00-7E ED 3C 18 ic---- I
Evidence:File System|Fath|File Options 0000000030 (00 00 OC 00 00 00 00 00-02 00 00 00 . ..

0000000040 |F6 00 00 00 01 00 00 00-3% 08 4D A4 B-oo-- o8 -MREMRD

0000000050 |00 00 00 00 FA 33 CO SE-DO0 BC 00 7C 434 2% - | Ghk

0000000060 |1F 1E &8 &6 00 CB 88 16-0E 00 &6 81 hi-E £ N
0000000070 |54 46 53 75 15 B4 41 BB-AA 55 CD 13 72 0C 81 FB|TFSu-"R»3Uf -r--a
0000000080 |55 AR 75 06 F7 C1 01 00-75 03 E9 DD 00 1E 83 EC|U*u-<A--u-&%.--1
0000000090 |18 €3 1A 00 B4 48 2A 16-0E 00 2B F4 16 1F €D 13| -h--"H-----&--I-
0000000020 |9F 83 €4 12 SE S8 1F 72-E1 3B 06 OB 00 75 DB A3|--A--X-ré:;---ult
Q000000000 (OF 00 €1 2E OF 00 04 1E-5Z 33 DB B9 00 20 2B €3 A.----Z30r - 4E
Q0000000cd (€6 FF 06 11 00 03 1¢ OF-00 BE C2 FF 06 16 00 EB |f¥§ A &
00000000d0 |48 00 2B C3 77 EF B8 00-BB CD 1A 66 23 CO 75 2D |K-+Bwi, »I -fadu-
00000000=0 |66 31 FB 54 43 50 41 75-24 21 F9 02 01 72 1E 16 |f-aTCPRu$ -d--r--

€
S — 00000000£0 |68 07 BB 1€ 68 52 11 16-68 09 00 66
0000000100 |55 1€ 16 1€ €% BS 0L €6-61 OE 07 CD

New Edit Remove Remove All Create Image|oogooo0llo |0k 13 BS Fé 0C FC F3 RR-ES FE 0L 90 9
0000000120 |06 €6 AL 11 00 &6 03 06-1C 00 1E &6

Custom Con...| |cursor pos =0; logsec =0

Exports selected system files for facilitating a SAM attack

Tools to read/Parse registry

Registry Viewer

+ It only loads one hive at a time, and it can't take the transaction logs into
account.
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AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]

File Edit Report View Window Help

) \ \

| ®

BB vseron ]
(3 AppEvents

(2 Consale

(3 Control Panel

3 Environment

1 EuDC

{23 Keyboard Layout
3 Microsoft

O Network

(3 Printers

(3 Software

(@3 System
-3 Uninstall

B-E-8

B

B-E-E

Name

[ (default)

Type Data
REG_TYPE SZ (value not set)

B Key Properties
Last Written Time

AccessData Registry Viewer

Zimmerman's Registry Explorer

¢ It can load multiple hives simultaneously and add data from transaction

logs into the hive to make a more ‘cleaner' hive with more up-to-date data.

&P Registry Explorer v1.6.0.0

Key name
[ oD
b Console
3 Control Panel
Environment
» EUDC
} F= Keyboard Layout
» Microsoft
Network
» Printers
4= Software
7-7p
» AccessData
» = AppDatalow
3 Bitvise
ChangeTracker
» Clients
» Discord

b Google
4[~= Hewlett-Packard

Registry hives (1) | Available bookmarks (30/0)

File Tools Options Bookmarks (29/0) View Help

# values

fedf0d7f-424b-5F10-a 1c7-a8f643f2 1adf

35e03c50-e9f4-43e0-ch96-5d48742d ..

» [ ; HP Print Settings

» Default Location
HP SSMP
» ™
» Intel
] Lenovo

Selected hive: NTUSER.DAT clean

Last write:

2021-11-02 19:23:25

mlo|o|u|ele|a|o|e|a|n|ola|o|alala|s|~|d

=]

o olo|lur

] | Key | ROOT\Software\Hewlett-Packard\HP Print Settings

Find

#subkeys | Last write tmestamp

2021-10-27 19:34:19
2021-10-28 08:56:41
2021-10-27 19:33:14
2021-10-27 19:33:02
2021-10-27 19:33:07
2021-10-27 19:33:02
2021-10-27 19:33:02
2021-10-31 04:40:08
2021-10-3105:14:46
2021-10-27 19:33:15
2021-11-04 02:06:07
2021-10-27 19:33:15
2021-10-27 19:33:15
2021-10-28 08:56:46
2021-10-3105:13:07
2021-10-27 19:33:15
2021-10-27 19:33:15
2021-10-3105:28:27
2021-11-01 14:31:56
2021-10-31 04:45:39
2021-11-02 19:23:25
2021-10-3104:45:35
2021-11-01 14:32:30
2021-10-31 04:46:40
2021-10-27 19:33:15
2021-10-27 19:33:15

oo w waloh

[

M el ok kR swO RNO O RN O

15 of 15 values shown (100.00%)

Values

Walue Name
7 | o0c
MystDeviceVerify

ServicesTab
OnlineDiagnostics
OnlineSupport
ProductManuals
DriverUpdates
OrderSupplies
CurrentProfile
ReadInOldProfiles
ReadInM1Profiles
ChangedPorts
SNPRunCount
SNP-TMLastRun
SNPTriggerMarketing
SNPShowTMPrivacy

Value Type
Wl
RegDword
RegDword
RegDword
RegDword
RegDword
RegDword
RegDword
RegSz
RegDword
RegDword
RegDword
RegDword
RegDword
RegDword
RegDword

Type viewer | Binary viewer

0

Data Value Slack Is Deleted Data Record Reallocated
oo e [ [

512

i

i

i

1

1

1

Default Location  ED-ES
i

i

o

1

132450847

Value name ‘Mysﬁ]awce\fsmf‘y
Value type ‘Rangord

Value 512

Raw vale  |00-02-00-00

Load complete

Value: | MystDeviceVerify | Collapse all hives

Hidden keys: 0 -_...

RegRipper

» takes a registry hive as input and outputs a report that extracts data from some
of the forensically important keys and values in that hive. The output report is in
a text file and shows all the results in sequential order.
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+ One shortcoming of RegRipper is that it does not take the transaction logs into

account.
r #1 RegRipper, v.3.0 o O X
File Help
Hive File: |D:\target\NTUSER.DAT_clean Browse
Report File: |[};'-¢arget'-muserrepmtix‘t Browse

sysintemals...Done.
tsclient...Done.

typedpaths . Done.

typedurs.. Done.
typedurstime...Done
uninstall...Done.
userassist.._Done.

wc_shares.. Done.
winrar...Done.

winscp..Done.

winzip...Done.
wordwheelguery...Done. ‘
0 plugins completed with emors.

Rip! Close |

Done. ]

Investigating

System Information and System Accounts

OS Version
¢ SOFTWARE\Microsoft\Windows NT\CurrentVersion
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|EntEr text to search... | ‘

Find

Value Name | Value Type ‘ Data ‘ Value Slack
Ke:
| At v | ol Wc W Wl
7 e
[ temRoot RegSz C:\WINDOWS 00-00-00-00-00-00
» = Windows Media Foundation L < !
} E= Windows Media Player NSS BaseBuldRevisionMumber | RegDword 1
) F= Windows Messaging Subsystem BuildBranch Reg5z vb_releaze 00-00-00-00-00-00
4= Windows NT BuildGUID Regsz liilinsiignisinsiiinii 00-00
3 » [ CurrentVersion BuildLab Regsz 19041.vb_release, 191206-1406 00-00
» = Windows Performance Toolkit BuildLabEx Reg5z 19041,1.amdé4fre.vb_release, 191206-1...  00-00-00-00
¥ [© Windows Photo Viewer CompositionEditionID RegsSz Enterprise 00-00-00-00-00-05
¥ [~ Windows Portable Devices CurrentBuid Regsz 19044
o[~ MR T g CurrentBuildMumber RegSz 19044
» £ Windows Search .
CurrentMajorVersionNumber | RegDword 10
» £ Windows Security Health
=/ Windows 10Upgrader CurrentMinorVersionNumber = RegDword a
» = WindowsRuntime CurrentType RegSz Multiprocessor Free 65-00-64-00-00-00-00-00-00-00-00-00
» F= WindowsSelfHost CurrentVersion Regsz 6.3 00-00-00-00
¥ £~ WindowsStore EditionID RegSz Professional 00-00
» £ WindowsUpdate EditionSubManufacturer RegSz
» [ Wisp EditionSubstring RegSz
¥ [F= Wiansve EditionSubVersion RegSz
fas| Wipave InstallationType Regsz Client 00-00-00-00-00-00
¥ £ Wows4
= InstallDate RegDword 1637778211
» [ WSDAPT
= w s ProductMame RegSz Windows 10 Pro 72-00-70-00-72-00-69-00-73-00-65-00-0...
» £ WwanSve
= gAML Releaseld Reg5z 2009 00-00
b F= Morils SoftwareType Reg5z System 00-00-00-00-00-00

Autostart Programs (Autoruns)

The following registry keys include information about programs or commands that
run when a user logs on.

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Run

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\RunOnce

SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

SOFTWARE\Microsoft\Windows\CurrentVersion\policies\Explorer\Run

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

|Enla| text to search... || Find /o
Value Name Value Type | Data ‘ Value Slack Is Deleted Data Record Reallocated
Key name
% [nOc o e W u ]
? | aBc A | |
- b | SecurityHealth RegExpandSz | %windir%\system32\Secu... 00-D0-00-00
+ [ RetaiDemo
b  Run VMware User Pracess RegSz "C:\Program Files\VMware... 00-00
= RunOnce VMware VM3DService Process RegSz “C:\WINDOWS\system32\... 47-00
= P =

Services info

SYSTEM\CurrentControlSet\Services

* Notice the Value of the Start key in the screenshot below.
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Registry hives (7) Available bookmarks (108/0) Values

Value Name Value Type Data Value Slack Is Deleted Data Record Reallocated
| | |
» | DependOnService RegMultiSz FltMgr 00-00-00-00

Beep
BFE
¥ » [~ bindfit DisplayName

Description @%systemroot¥%\system 00-

@%systemroot\system...  00-00-00-
BITS ErrorControl 1
BluetoothUserServic Group
Blue
bowser

ImagePath

I Start

> BrokerInfrastructure Supportedre
Browser
Type

BTAfCanirs

In this registry key, if the start key is set to 0x02, this means that this service will
start at boot.

Current control set

¢ The hives containing the machine’s configuration data used for controlling
system startup.

o Commonly, we will see two Control Sets, ControlSet001 and ControlSet002, in
the SYSTEM hive on a machine.

o In most cases, ControlSet001 will point to the Control Set that the machine
booted with

B SYSTEM\ControlSet001
o ControlSet002 will be the 1ast known good configuration.
®  SYSTEM\ControlSet002

+ Windows creates a volatile Control Set when the machine is live, called the
CurrentControlSet ( HkLm\sysTem\currentcontrolset ). For getting the most accurate
system information, this is the hive that we will refer to.

+ We can find out which Control Set is being used as the CurrentControlSet by
looking at the following registry value: svstem\select\current

o Similarly, the 1ast known good configuration can be found using the following
registry value: sysTem\select\LastKnownGood
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| Enter text to search...

|| Find

Value MName | Value Type | Data | Valu
Key name 7 | afc aflc Aflc e
7 | afc -~
N r—_Select ¥ | Current RegDword 1
» - Setup Default RegDword i
b = Software Failed RegDword 0
b [ State LastKnownGood | RegDword 1
b [T Waas
» = wPa
% Unassodated deleted values
4 I C:\Users\THM-4n6\Desktop\UsrClass.dat clean

Computer Name

SYSTEM\CurrentControlSet\Control\ComputerName\ComputerName

|Ente| text to search...

| | Find

Key name

v | o

4[~= ComputerName

3 =1

L

Time Zone Information

SYSTEM\CurrentControlSet\Control\TimeZoneInformation

Value Mame | Value Type | Data | Value Sladk I
I " e o
» | (default) Regsz mnmsrve 02-00-B0-00

ComputerMame RegSz THM-4NB 00-00-00-00

‘Emer text to search... | | Find
Key name
W
b 5= Terminal Server

[== Ubpm
» = Unitedvideo
» [ Uss
b [ usbflags
» 5= usbstor
b= VAN
» = version
» = video

[ YR

£ TimeZonelnformation |

Value Name Value Data Value Data Raw
% | obc wle Wl
» | Bias -300 4294966996
DaylightBias -60 4294967236
DaylightMame @tzres.dll, 871 @tzres.dl, 871
DaylightStart Month 0, week of month 0, day of week 0, 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
Hours:Minutes: Seconds:Miliseconds 0:0:0:0
StandardBias 0 0
StandardMame @tzres.dll,-872 @tzres.dll,-872
StandardStart Month 0, week of manth 0, day of week 0, 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
Hours:Minutes: Seconds:Miliseconds 0:0:0:0
TimeZanekKeyMame Pakistan Standard Time Pakistan Standard Time
ActiveTimeBias -300 4294966996

Network Interfaces and Past Networks

SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces

Windows Registry
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Enter text to search Find
Key name
7 | oc
DNSRegisteredAdapters
4[5 Interfaces
[ {ode746f8-3a1b-4f74-bb71-a9c9615dd273}
{4adss40f-2572-49d5-287f-51d5055b82e6}
{49cc068d-4d9d-11ec-a780-806e6f6e6963}
{61988577-c1a8-41f1-a283-21cc83b7435a}
b [~ {7ble8ddb-fc33-43b1-8cd5- 7f0e3afadech

NsiObjectSecurity
PersistentRoutes
¥ £ Winsack
Performance
Security
ServiceProvider
» = Topipé
¥ [F= TCPIPSTUNMEL
tepipreg
¥ [F= TCPIPTUNMEL
tdx
b [F= Telemetry
terminpt
¥ £ TermService

¥ = Themes

Value Name Value Type
o afJe
EnableDHCP RegDword
Domain RegSz
NameServer RegSz
DheplPAddress RegSz
DhepSubnetMask RegSz
DhepServer RegSz
Lease RegDwaord
LeaseObtainedTime RegDwaord
T1 RegDwaord
T2 RegDword
LeaseTerminatesTime RegDwaord
AddressType RegDward
IsServerMapAware RegDwaord

DhepConnFarceBroadcastrlag  RegDword

DhcpNameServer RegSz

DhopDefaultGateway RegMultiSz
DhepSubnetiMaskOpt RegMultiSz
DhepinterfaceCptions RegBinary
DhopGatewayHardware RegBinary

DhopGatewayHardwareCount | RegDword

192.168.100.58
255,255.255.0
192,168,100.1
86400
1637773828
1637822028
1637854428
1637855228

1]

1]

1]
192.168.100.1
192.168.100.1
255.255.255.0

FC-00-00-00-00-00-0..

C0-AB-64-01-06
i

Value Slack
ofe

Is Deleted

BA-00-B8-16-0A-00

35-00-00-00-65-00-7...

00-00-00-00-00-00
00-00-00-00-00-00

00-00-00-00
-00-..

2£-00-30-00-00-00

Data Record Reallocated
L]

The past networks a given machine was connected to can be
found in the following locations

SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Signatures\Unmanaged

SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Signatures\Managed

Hegistry hives (/) | Avaiiable bookmarks (10%/)

Enter text to search Find

Key name
7 | o
Managed

4 Unmanaged

» [~ 010103000F0O000F 0000F04.
010103000F0000FO030000000F0000F05DS0DC
010103000F0000FO030000000F0000F07444CC
010103000F0000FO080000000F0000F0FBEDES

» [~ MolmeModelmes

Values
Value Name Value Type |Data

% [ nmc o W

b | ProfileGuid RegSz
Description Regsz Metwork 2
Source RegDword 8
DnsSuffix Regsz eu-west-1
FirstNetwork RegSz Network 2

DefaultGatewayMac RegBinary

{A3D7C922-TD34-4688

.compute.int

02-D4-DB-FF-33-74

Value Slack

o

CA-63-7F-00-CA-99

F5-48-81-00F5-57

87-01-C0-51-87-01

Is Deleted

Data Record Reallocated
L]

e These registry keys contain past networks as well as the last time they were

connected.

SAM hive and user information

e The SAM hive contains user account information, login information, and group

information.

SAM\Domains\Account\Users

Windows Registry
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Key name
v [ e
4
»
»
»

»

Find

User Id

®

Account
Aliases

Groups

Users

Builtin

LastSkuUpgrade
RXACT
4 | C\Users\THM-4n6\Deskt

4 ROCT

Console

» Control Panel

Enviranment

EUDC

Keyboard Layout

»
»
» Printers
4

Software

» Amazon

2 Classes

. Mirrnanft

501

203

504

1001

Invalid .

Totall... |Create... |Lastlo..
0 2021-1..
0 2021-1..
0 2021-1..
19| 2021-1... | 2021-1...

LastPa...

2021-1...

2021-1...

LastIn... |Expires... |User N... |Ful Ma... |Passwo.. |Groups
= = Wl W e e
Guest Guests
DefaultA System
coount Managed
Accounts
Group
WDAGUt
lityAccou
nt
2021-1... THM-4n& count Administr

Comment | User C...

o

Wl
Built-n
account
for guest
access to
the
computer
Jdomain

Auser
account
managed
by the
system,
Auser
account
managed
and used
by the
system
for
Windows
Defender
Applicati
on Guard
scenarios

Home ... |Interne... | Accoun... | Home
W A u n
b
b
]

+ The information contained here includes the relative identifier (RID) of the user,
number of times the user logged in, last login time, last failed login, last

password change, password expiry, password policy and password hint, and any

groups that the user is a part of.

Usage or knowledge of files/folders

Recent Files

+ alist of recently opened files for each user

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

¢ |ocated in the directory C:\Users\<username>\

Registry hives (7)

Key name
7 | ol
b

Available bookmarks (108/0)

“Ribbon
RunMRU
» SearchPlatform
Shell Folders
Shutdown
StartPage
» Streams
StuckRects3
TabletMode
b Taskband
TypedPaths
User Shell Folders
[ UserAssist
VirtualDesktops
3 VisualEffects

Wallpapers

Find

Values

<

Recent documents

Extension
afgc

RecentDocs

o

RecentDocs

RecentDocs

PRI

RecentDocs

RecentDocs

RecentDocs
RecentDocs
RecentDocs
Folder
Folder

[P R

Folder
i
et

o o oo

.psl

Value Name

Target Name

ofc

EZtools

Settings
WallpaperSettings. xml
System and Security
+:{BBO6COE4-D293-4F
75-8A90-CBOSBE47TE
KAPE
Get-KAPEUpdate.ps1
Changelog. txt
Settings

System and Security

KAPE
WallpaperSettings, xml
Changelog. txt
Get-KAPEUpdate.ps1

Lnk Name
W[ -
EZtools.Ink

Settings.Ink
WallpaperSettings.Ink

System and
Security.Ink

System.Ink

KAPE.Ink
Get-KAPEUpdate.Ink
Changelog.Ink
Settings.Ink

System and
Security.Ink

KAPE.Ink
WallpaperSettings.ink
Changelog.Ink
Get-KAPEUpdate.Ink

Mru Position

w N e o

IR I

o o o wm

Opened On

2021-12-01 13:00:34

2021-11-30 10:56:23

2021-11-30 10:56:21
2021-11-24 18:18:48
2021-11-24 18:18:48

0

Extension Last Opened

2021-11-30 10:56:23
2021-11-30 10:56:21

2021-11-24 18:18:48
2021-11-24 18: 18:48

o if we are looking specifically for the last used PDF(or any extention) files, we
can look at the following registry key:

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\

.pdf

¢ |ocated in the directory c:\users\<username>\AppData\Local\Microsoft\Windows

Windows Registry
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Office Recent Files

+ Microsoft Office also maintains a list of recently opened documents.

NTUSER.DAT\Software\Microsoft\Office\<VERSION_Number>

* An example registry key will look like this:

NTUSER.DAT\Software\Microsoft\Office\15.0\Word

« Starting from Office 365, Microsoft now ties the location to the user's live ID. In
such a scenario, the recent files can be found at the following location.

NTUSER.DAT\Software\Microsoft\Office\VERSION\UserMRU\LiveID_ ####\FileMRU

ShellBags
* When any user opens a folder, it opens in a specific layout.
¢ Users can change this layout according to their preferences.

e These layouts can be different for different folders.

¢ This information about the Windows ‘shell' is stored and can identify the
Most Recently Used files and folders.

¢ Since this setting is different for each user, it is located in the user hives. We can
find this information on the following locations:
USRCLASS.DAT\Local Settings\Software\Microsoft\Windows\Shell\Bags
USRCLASS.DAT\Local Settings\Software\Microsoft\Windows\Shell\BagMRU
NTUSER.DAT\Software\Microsoft\Windows\Shell\BagMRU

NTUSER.DAT\Software\Microsoft\Windows\Shell\Bags
¢ Registry Explorer doesn't give us much information about ShellBags.

* However, another tool from Eric Zimmerman's tools called the ShellBag
Explorer shows us the information in an easy-to-use format. We just have to

point to the hive file we have extracted, and it parses the data and shows us the
results

@ ShelBags Explorer v1.4.0.0
File Tools Help

Wb b 37 %58

1/ 2021-11-2503:34:14 2021-11-2503:34:14  2021-11-2503:34: 14

Open/Save and LastVisited Dialog MRUs:

Windows Registry
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+ When we open or save a file, a dialog box appears asking us where to save or
open that file from.

« It might be noticed that once we open/save a file at a specific location, Windows
remembers that location.

e This implies that we can find out recently used files if we get our hands on this
information. We can do so by examining the following registry keys

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComD1g32\0penSavePID1MRU

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\LastVisitedPid1MRU

Find p

Yalue Name Mru Position Executable Absolute Path Opened On
¥ | nQc = aflc ofc =

? | o@c ~
o - 0 0 notepad.exe My Computer\C:\Program 2021-11-30 10:56:19
(CIDSIZEMEN) — ’ Files\Amazon \Ec2CanfigService|s
2 kl_asﬂflsltedpldll'“lll ettings

» OpenSavePidMRU

Key name

Windows Explorer Address/Search Bars:

¢ the paths typed in the Windows Explorer address bar or searches performed

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\WordwheelQuery

Find p
Value Name Walue Type Data Value Slack Is Deleted Data Record Reallocated

% | oBc ol Al o n u

% [ nBe
¥ [urll RegSz i\ 72-00-6F-00-67-00-72-00-61-.

b TypedPaths

User Shell Folders url2 RegSz C:\Program Files 33-00-32-00-00-00-00-00-00-00
» UserAssist url3 RegSz C:\Windows\System32 60-53-09-00

Key name

Evidence of Execution

UserAssist

¢ These keys contain information about the programs launched, the time of
their launch, and the number of times they were executed.

¢ However, programs that were run using the command line can't be found in
the User Assist keys.

e The User Assist key is present in the NTUSER hive, mapped to each user's
GUID.

NTUSER.DAT\Software\Microsoft\Windows\Currentversion\Explorer\UserAssist\{GUID}\Count

Windows Registry
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Registry hives (1) | Available bookmarks (31/0) Vaiues | UserAssist

Find p
Program Name Run Counter Focus Count Focus Time Last Executed
Key name
v [ B = = o -
ES
» | UEME_CTLCUACount:ctor 0 0 0d, Oh, 00m, 00s
Fl {F4E57C4B-2036-
= {Common Programs}\Accessories\Snipping ) 0| 0d, Oh, 0Om, 005 2021-11-25 03:14:34
; Count ToolInk
{FassDFC7-8AC2- UEME_CTLSESSION 54 0 0d, 0h, 00m, 00s
ops ! 7 0 0d, Oh, 00m, 00s 2021-11-25 03: 14:34.
6 0 0d, Oh, 00m, 00s 2021-11-2503:14:34
26 0 0d, Oh, 0Om, 00s 2021-12-01 13:02:43
1 0 0d, oh, 00m, 00s 2021-11-25 03:37:24
2 0 0d, Oh, 00m, 00s 2021-12-01 12:32:34
1 0 0d, Oh, 00m, 00s 2021-11-25 03:59:55
{Us: era Br ser.Ink 1 0 0d, oh, 00m, 00s 2021-11-25 04:10:02
{Commen Programs}\AccessoriesNotepad. ink 1 0/ 0d, th, 00m, 00s 2021-11-30 10:55:21

ShimCache

¢ ShimCache is a mechanism used to keep track of application compatibility
with the OS and tracks all applications launched on the machine.

¢ Its main purpose in Windows is to ensure backward compatibility of
applications.

e Itis also called Application Compatibility Cache (AppCompatCache).

e Itis located in the following location in the SYSTEM hive:

SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache

¢ ShimCache stores file name, file size, and last modified time of the
executables.

o Our goto tool, the Registry Explorer, doesn't parse ShimCache data in a human-
readable format, so we go to another tool called AppCompatCache Parser,
also a part of Eric Zimmerman's tools. It takes the SYSTEM hive as input,
parses the data, and outputs a CSV file that looks like this:

L EZViewer v1.0.0.0 - 20211202213532_Windows10Creators_SYSTEM_clean_AppCompatCache.csv (=]
File Tools Help
4 A [ c D E F G
1 Cumm\sal(zthEEntr:’at'v LastModifiedTimeUTC Executed Duplicate SourceFile
2 0 C:\Users\THM-4n6\Desktop\KAPE\gkape.exe 6/24/20216:23 NA FALSE M-4n6\Desktop\SYSTEM_clean
exe 6/24/20216:23 NA FALSE  C:\ 0p\SYSTEM_clean
icrosoft shared\ink\TabTip.exe 10/6/202113:52 NA FALSE P EM_clean

12/7/2019 9:09 NA FALSE  C:\
k\v4.0.30319\mscorsvw.exe 10/6/2021 13:45 NA FALSE  C:\

* We can use the following command to run the AppCompatCache Parser Utility:

AppCompatCacheParser.exe --csv <path to save output> -f <path to SYSTEM hive for data
parsing> -c <control set to parse>

AmCache

¢ This performs a similar function to ShimCache, and stores additional data
related to program executions.

Windows Registry
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« This data includes execution path, installation, execution and deletion times,
and SHA1 hashes of the executed programs.

¢ This hive is located in the file system at:

C:\Windows\appcompat\Programs\Amcache.hve

« Information about the last executed programs can be found at the following
location in the hive:

Amcache.hve\Root\File\{Volume GUID}\

This is how Registry Explorer parses the AmCache hive:

BAM/DAM

+ Background Activity Monitor or BAM keeps a tab on the activity of
background applications.

o Desktop Activity Moderator or DAM is a part of Microsoft Windows that
optimizes the power consumption of the device.

* Both of these are a part of the Modern Standby system in Microsoft Windows.

* In the Windows registry, the following locations contain information related to
BAM and DAM.

e This location contains information about last run programs, their full paths,
and last execution time.

SYSTEM\CurrentControlSet\Services\bam\UserSettings\{SID}

SYSTEM\CurrentControlSet\Services\dam\UserSettings\{SID}

Below you can see how Registry Explorer parses data from BAM:

Windows Registry



Registry hives (3) | Available bookmarks (§1/0) Values | BamDam

Find »

Program Execution Tme
Key name . —
v [
E + | Microsoft. Windows. ShelExperienceHost_cwSnthZbyewy 2021-11-24 18:02:15
am
=T Micrasoft.Windows. Cortana_cwSnih2teyewy 2021-11-24 18:02:15
UserSettings \Device \Har ddiskVolume 2\Windows \explorer  exe 2021-11-24 18:02:15
5-1-5-18 \Devic \ exe 2021-11-24 18:02:15
5-1-5-21-4174406583-1 windows.immersivecontrolpanel_cwsnih2bcyewy 2021-11-24 15:40:31
» '$1°5-31-417449658 \Devic Program 2021-11-24 18:02:14
§-1-5-50-0-1 \evice| \emdl, 2021-11-25 03:23:14
$-1-5-90-0-2 Devict \Program Files (x86) Firefox\firefox.exe 2021-11-25 03:46:20
[ BasicDisplay i [ evic Program Fies pdate. 2021-11-25 03:43:40
Eeiieis \Devic 1 2021-11-24 17:56:18
Battc
\Devic tepad 021-11-75 03:42:53
BeastDURUserService
N e e Yo \Device \Har ddiskViolume 2\Users\THM-4n6 \ApeDataL ocal\Programs\Operalopera. exe: 2021-11-25 04: 12:35
bamfn2 - \Devic 2\Program ation \chrome. exe 2021-11-25 03:43:50
} F= BDESVC \Device \Har ddiskVolume 2\Windows \System32\mstsc. exe 2021-11-25 04:00:04
Besp \Devic exe 2021-11-25 04:00:54
» [ BFE \Devic perti 2021-11-25 04:01:35
» [ bindfiz "Devi l 021-11-24 17:38:19
»[F= BITS Devic \Windows 10UpgraderApp.exe 2021-11-24 18:01:52
e Devie 5 (x36) Micr \Micr pdate.exe 2021-11-24 15:21:35
4 :‘“e'°mu;555”“6-756h5 YDevice HarddiskVolume 2¥Pror s (x86)Microsoft\Edge \Applicationnsedge exe 021-11-24 15:23:43
awser
Total rows: 21 Export | ?
< >

External Devices/USB device forensics

Device identification:
¢ The following locations keep track of USB keys plugged into a system.
¢ These locations store the vendor id, product id, and version of the USB device

plugged in, the time the devices were plugged into the system and can be used
to identify unique devices.

SYSTEM\CurrentControlSet\Enum\USBSTOR

SYSTEM\CurrentControlSet\Enum\USB

Registry Explorer shows this information in a nice and easy-to-understand way.

Registry hives (3) | Avaiable bookmarks (51/0) Values | USBSTOR
Find
Timestamp Manufacturer Title Version Disk I1d Serial Number Device Name Installed First Installed LastComnected | LastRemoved
e v = e e o e o oo = = = -
% [nEc “
2021-11-24 18:25...| Ven_Kingston Prod DataTraveler Rev PMAP {e251021F-4da2-11 ICEFES4ESOAIBOC Kingston 2021-11-24 18:25..| 2021-11-24 18:25...| 2021-11-24 18:40...
Vi UsB 20 eca783-001a7dda  178D366AEE0 DataTraveler 2.0
3 »EUSBSTOR 7110} USB Device
CENBLs o ———— 2021-11-24 18:27... Ven_USB3.0 Prod_External_Devi| Rev_SDM1 {f529a9d6-4d9e-11 0123456789ABCDE USB3.0External | 2021-11-24 18:27.. 2021-11-24 18:27.. 2021-11-24 18:27.
i e eca7s2-00la7dda &0 Device USB Device
» v

First/iLast Times:

Similarly, the following registry key tracks the first time the device was connected,
the last time it was connected and the last time the device was removed from the
system.

SYSTEM\CurrentControlSet\Enum\USBSTOR\Ven_Prod_Version\USBSerial#\Properties\{83da6326-
97a6-4088-9453-a19231573b29} \####

In this key, the #### sign can be replaced by the following digits to get the required
information:

Value Information

Windows Registry
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0064 First Connection time
0066 Last Connection time

0067 Last removal time

Although we can check this value manually, as we have seen above, Registry
Explorer already parses this data and shows us if we select the USBSTOR key.

USB device Volume Name:

The device name of the connected drive can be found at the following location:

SOFTWARE\Microsoft\Windows Portable Devices\Devices

Registry hives (4) | Avaiable bookmarks (52/0) values | Windows Portable Devices

Find P

Timestamp Device Serial Number Guid Friendly Name
®| =

| |2021- 112507116154 {E251921F 4DA2-11EC-A783-00IA7DDA7110  USB
)

2021-11-2507:16:54 {F529A9D6-409E-11EC-AT82-00 1ATDDAT110 New Volume:
SWDSWPDBUSENUMS {E2! 3

We can compare the GUID we see here in this registry key and compare it with the
Disk ID we see on keys mentioned in device identification to correlate the names

with unique devices. Take a look at these two screenshots and answer Question # 3.

Combining all of this information, we can create a fair picture of any USB devices
that were connected to the machine we're investigating.

¢ reg query HKLM /s If "C:\TMP\mim.exe sekurlsa::LogonPasswords >
C:\TMP\o.txt”

o to search for a specific value in the registry
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